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Abstract  

Intrusion-detection systems target detecting attacks against PC systems and networks or, when all is 

said in done, against information systems. Indeed, it is difficult to give provably secure information 

systems and to maintain them in such a secure state during their lifetime and utilization. Sometimes, 

inheritance or operational constraints don't permit the definition of a completely secure information 

system. Therefore, intrusion detection systems have the task of monitoring the use of such systems to 

identify any apparition of insecure states. In this paper, a cross-layer based intrusion detection 

method for wireless networks is proposed. The proposed method uses a combined weight esteem that 

is processed from the received signal strength (RSS) and time taken for RTS-CTS Handshake. The 

rapid proliferation of wireless local area networks has changed the landscape of network security. 

The traditional method for protecting networks with firewalls and encryption software is never again 

adequate and effective. There are number of new techniques accessible for detecting the intruders in 

Wireless LAN. 
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1. INTRODUCTION  

A cross-layer based intrusion detection 

technique for wireless networks is proposed. 

In this technique a combined weight esteem is 

figured from the Received signal strength 

(RSS) and Time taken (TT) for RTS-CTS 

handshake among sender and receiver. Since, 

it is impractical for an attacker to accept the 

exact RSS esteem for a sender by a receiver; it 

is a useful measure for intrusion detection. We 

suggest that we can build up a dynamic profile 

for the communicating nodes based on their 

RSS esteems through monitoring the RSS 

esteems periodically for a particular mobile 

station (MS) or a base station (BS) from a 

server. Monitoring watched TT esteems at the 

server gives a dependable passive detection 

mechanism for session hijacking attacks since 

it is an unspoofable parameter identified with 

its measuring substance. On the off chance 

that the weight esteem is more prominent than 

threshold esteem, then the corresponding hub 

is considered as an attacker. By reasonably 

adjusting the threshold esteem and the weight 

constants, we can diminish the bogus positive 
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rate, essentially. By simulation results, we 

show that the proposed technique attains low 

misdetection ratio and bogus positive rate 

while increasing the packet delivery ratio.  

1.1 Monitoring Received Signal Strength 

(RSS)  

A proportion of vitality which is seen by the 

physical layer at the radio wire of the receiver 

is called as Received signal strength (RSS). In 

IEEE 802.11 networks, while performing 

MAC clear channel estimation and in roaming 

operations, the RSS indication esteem is used. 

The radio frequency (RF) signal strength can 

be estimated through outright (decibel plant 

watts - dBm), or relative received signal 

strength identifier (RSSI) way. From the above 

points, plainly it is impractical for an attacker 

to accept the exact RSS esteem for a sender by 

a receiver. The attacker may not be exactly at 

a similar location as the receiver however in 

request to know the exact RSS esteem by the 

receiver it uses similar radio hardware and 

receives the radio signal with a similar degree 

of interference, reflections and refraction as 

appeared in figure 3.1. Regardless of whether 

the sender is fixed, RSS esteem appears to 

differ a little and it is demonstrated that it is 

nearly unrealistic to figure. This confines the 

attacker from using the radio gear to spoof the 

RSS plainly by the receiver. A dynamic profile 

of RSS values for the communicating nodes is 

created, through monitoring the RSS esteems 

periodically for a particular MS or a BS from a 

server. The RSS profile is called dynamic 

because it is remade for each session between 

two nodes and it is constantly refreshed with 

new watched RSS values for every hub per 

session. Any abrupt changes in the RSS 

dynamic profile can be set apart as farfetched 

activity (hijacking attack) with a higher 

confidence level, because BSs are commonly 

immobile. On the other hand, in the event that 

the MS is mobile, then it’s individual RSS 

qualities will fluctuate rapidly which can be 

seen by the server. Therefore the uncertainty 

of the wireless medium can be used in the 

support of intrusion detection, where the 

attacker can't recognize what RSS qualities to 

spoof. Therefore, it is effective for the 

detection of both inside and outside session 

hijacking attacks and it needn't bother with any 

additional bandwidth consumption. 

 

Figure 1: Received signal strength (RSS) 
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For instance, based on the watched RSS values 

at the server it can build up a dynamic RSS 

profile for both MS2 and BS when a 

substantial MS2 has an active session with a 

BS (Figure 1). In the event that an attacker 

MS1 seizes MS2 through isolating from the 

network and spoofing its MAC address then 

the server will get the unexpected changes in 

the RSS profile of MS2's MAC and gives an 

alarm signal. Since they depend on the MS1's 

actual location, radio hardware and 

surrounding environment the RSS esteems for 

the MS2's MAC address will change.  

1.2 Monitoring Time Taken For RTS-CTS 

Handshake  

Virtual carrier sensing is made using RTS-

CTS which makes the transmission of data 

frames conceivable without collision. The 

effective delivery of the CTS frame from the 

receiver shows that the receiver has received 

the senders RTS frame effectively and ready 

for receiving the data. The time taken to finish 

the RTS-CTS handshake among itself and 

receiver for example TT can be examined by 

the sender. This is the total time taken for the 

RTS frame to make a trip from the sender to 

receiver and likewise for the CTS frame to 

send an affirmation. RTSCTS handshake is 

atomic and free from collisions with other 

wireless nodes. The TT esteems for a fixed 

transmission rate are not influenced because 

the size of RTS and CTS frames are fixed and 

makes the TT between two nodes as an 

unspoofable parameter. So this can't be 

effectively speculated by an attacker when 

tracking the waves. Since it is determined by 

the sender of the RTS-CTS handshake it is 

additionally protected from snooping. Since, it 

is estimation identified with the locations of 

receiver, the attacker ought to be exactly at a 

similar location as the sender. Likewise the 

attacker should use a similar radio gear with a 

similar attenuation and receiving wire gain. In 

request to foresee the estimations of TT 

between the sender and receiver as estimated 

by the sender, the attacker ought to receive the 

radio waves after indistinguishable number of 

reflections and refraction from uncovered in 

the figure 2. It can likewise be determined 

without a specific computational overhead or 

wastage of bandwidth. 

 

Figure 2: Round Trip Time (RTT) 
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From the intrusion detection point of view, a 

mechanism which is used to identify the 

session hijacking attacks uses the snappy and 

abrupt changes in the TT between the two 

nodes. Server can quantify the time slipped by 

(TT) between when it identifies RTS frame 

from the sender to receiver and when it 

distinguishes an arrival CTS from the receiver 

back to the sender.  

For understanding, this time can be spoken to 

as, 

(3.1) 

Where, 

TTs-r time taken for a RTS frame to cover the 

distance between the sender and the server, 

TTm-s time taken for a RTS frame to cover 

the distance between the server and the 

receiver, as observed by the server 

TTM- time taken for a RTS -CTS handshake to 

complete between a sender and Receiver as 

observed by the server 

Be that as it may, the server doesn't have the 

foggiest idea about these actual qualities.  

2. TOOLS ANALYZED  

A total of 25 research and business intrusion 

detection tools were analyzed as appeared in 

table in this overview 

 

Table 1 intrusion detection tools 

Sr. No. Intrusion Detection System Vendor 

1 Snort Snort Corporation 

2 Dragon Enterasys Corporation 

3 Cisco Secure IDS Cisco system, Inc. 

4 Emerald SRI International 

5 Net Ranger Cisco Systems, Inc. 

6 Tripwire Purdue University 

7 Intruder Alert Axent Technologies, Inc. 

8 Netstat University of California at Santa Barbara 

9 CMDS Science Application International Corporation(SAIC) 

10 Entrax Centrax Corporation 

11 Bro Centrax Corporation 

12 Stake Out I.D Harris Communications, Inc 

13 SecureNet PRO MimeStar, Inc. 

14 Kane Security Monitor Security Dynamics (formerly Intrusion Detection, Inc.) 

15 NetProwler Axent Corporation 

16 Session Wall-3 AbirNet 

17 Network Flight Recorder Network Flight Recorder, Inc. 

18 INTOUCH INSA Touch Technologies, Inc 

19 RealSecure Internet Security Systems (ISS) 

20 CyberCop Network Associates, Inc. 

21 ID-Trak Internet Tools, Inc 

22 NIDES SRI International 

23 T-Sight EnGarde Systems, Inc. 

24 Shadow Network Research Group (Lawrence Berkeley Lab) 
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25 SecureCom Suite ODS Networks 

 

3. DETECTION ALGORITHM 

Step 1: Server measures RSS  

Step 2: Server measures TT  

Step 3: Server calculates the weight W as 

(3.2) 

Where, = Variation of RSS and  

𝛿TT = Variation of TT  

w1 and w2 are two constants, which can be 

fine tuned 

Step 4: If W >Dthr, (where Dthr is the 

detection threshold) Then MS is an attacker.  

By reasonably adjusting the estimations of 

Dthr, and w1 and w2, we can diminish the 

bogus positive rate, fundamentally.  

4. SIMULATION RESULTS  

The trial performance of the proposed 

technique is assessed using NS2 simulator on 

the Fedora platform. The exploratory setup is 

like Figure 3.1. The proposed technique is 

contrasted and the Radio Frequency 

Fingerprinting (RFF) as far as parameters; 

delivery ratio, bogus positive rate and 

misdetection ratio at different transmission 

ranges and at different attacks rates. The 

simulation results show that the proposed 

technique attains low misdetection ratio and 

bogus positive rate while increasing the packet 

delivery ratio.  

4.1 Effect of Varying Transmission Range  

In the main analysis set up, the results are 

taken at different transmission range, for 

example, 100,250,300,350 and 400m.  Figure 

3 shows the delivery ratio of the proposed 

cross-layer technique and RFF. From the 

figure, it is seen that cross layer plot 

accomplishes a packet delivery ratio over 2% 

when contrasted with RFF conspire. Figure 3 

shows the misdetection ratio of the proposed 

cross-layer technique and RFF. From the 

figure, it is uncovered that the misdetection 

ratio is altogether less in proposed cross-layer 

conspires when contrasted and RFF plot, since 

it accurately identifies the intrusion. 
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Figure 3: Transmission Range vs Delivery Ratio 

 

Figure 4: Transmission Range vs Misdetection ratio 



 

1049 | P a g e  
 

 

Figure 5: Transmission Range vs false positive 

The figure 5 shows that the cross-layer plot 

attains low false positive rate when contrasted 

with that of RFF conspire. 

5. CONCLUSION 

In this section, a cross-layer based intrusion 

detection technique for wireless network is 

proposed. A dynamic profile of received signal 

strength (RSS) values for the communicating 

nodes is created, through monitoring the RSS 

esteems periodically for a particular MS or a 

BS from a server. The performance of the 

proposed technique is contrasted and that of 

Radio Frequency Fingerprinting (RFF) at 

different transmission range (100, 250, 300, 

350 and 400 M) and at different traffic rates 

(50, 100, 150, 200 and 250kb). The simulation 

results show that the cross layer based 

techniques are more effective than the Radio 

Frequency Finger printing (RFF) for the 

detection of both session hijacking and man-

in-the-middle attacks in WLAN. The packet 

delivery ratio was improved by over 1%, 

though the misdetection ratio was altogether 

diminished (by over 1%) in the proposed 

cross-layer conspire when contrasted and RFF 

plot at different transmission ranges and at 

different attack traffic rates. The cross-layer 

plot likewise attains low false positive rate 

(.02% to .06% around) when contrasted with 

RFF conspire, which indicates the better 

detection effectiveness of the proposed 

technique. The investigation shows that the 

proposed technique attains low misdetection 

ratio just as false positive rate while increasing 

the packet delivery ratio. The novelty of the 

proposed technique is that it accomplishes 

adaptability from 100 meters to 400 meters 

with high detection effectiveness. 
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